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No. 1 goal of this talk
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Refute these myths:


As static analysis gets more precise, 
it becomes less efficient. 

Context-sensitive and flow-sensitive analysis is 
impossible to scale, thus one needs to approximate.
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Common mistake in static analysis
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Client analysis
Highly precise: context-sensitive,!
Þeld-sensitive, ßow-sensitive, É

Pointer analysis
Very imprecise: Andersen-style,!

ßow-insensitive, context-insensitive



Common mistake in static analysis
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Client analysis
Highly precise: context-sensitive,!
Þeld-sensitive, ßow-sensitive, É

Pointer analysis
Very imprecise: Andersen-style,!

ßow-insensitive, context-insensitive

Imprecision



A	a	=	new	A();	
A	b	=	new	A();	

a.x	=	secret();	
leak(b.x);	

a	=	b;
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Example: false positive due 
to flow-insensitive pointer analysis

alias created afterwards,!
yet causes false positive



1. Precise pointer analyses are key!
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Lessons



But precise analyses are 
hard to scale, no?



They are, as whole-program 
analysis, but often we can 

get away with a

Demand-driven Analysis
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		Class<?>	findClass(String	paramString)	{	
				return	Class.forName(paramString);	
		}API

Can an attacker manipulate!
the string?

Can the attacker get hold!
of the returned class?

Taint Analysis!

Integrity problem

ConÞdentiality problem
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		Class<?>	findClass(String	paramString)	{	
				return	Class.forName(paramString);	
		}API

Forward

Expensive!!!

Top-down analysis
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		Class<?>	findClass(String	paramString)	{	
				return	Class.forName(paramString);	
		}API

Bottom-up analysis

[ASE’15]
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		Class<?>	findClass(String	paramString)	{	
				return	Class.forName(paramString);	
		}API

Start at stmt!
of interest

[ASE’15]
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		Class<?>	findClass(String	paramString)	{	
				return	Class.forName(paramString);	
		}API

Return to!
all callers

aka. “unbalanced return”

no calling context!
[ASE’15]
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		Class<?>	findClass(String	paramString)	{	
				return	Class.forName(paramString);	
		}API

Process a call,!
building call stack

[ASE’15]
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		Class<?>	findClass(String	paramString)	{	
				return	Class.forName(paramString);	
		}API

Balanced return!
only to correct call site

[ASE’15]



• Computed responses to on-demand 
queries, e.g.: pointsTo(a.f.g)


• Analysis starts anywhere, “in the middle 
of the program”


• It typically conducts some combination 
of backward and forward analysis


• It necessarily has to deal with 
unbalanced returns
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Properties of a demand-driven analysis



• The analysis becomes localised


• Precision therefore may increase


• But: it may report problems in dead code


• Can do recursive queries
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Effects of a demand-driven analysis



• Compute access paths 
only when needed


• Compute pointer information 
only when needed


• Compute string information 
only when needed


• Compute call edges  
only when needed
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On-demand analysis

[ECOOP 2018]

ongoing…

[ASE 2015]

[ECOOP 2016]

can query one another!



1. Precise pointer analyses are key!


2. Demand-driven analysis can aid both 
performance and precision
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Lessons



Gaining further 
efficiency through 

procedure summaries
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also in potentially dead code. Some might perceive this as an
issue, but my personal opinion is that vulnerabilities should
not exist anywhere, including in dead code, as this code
may become alive eventually. Large software development
companies are with me on this issue, for instance SAP SE,
which follows a Òzero vulnerabilityÓ policy. [18]

Another caveat of demand-driven analyses is that in some
corner cases the analysis for an individual query mightÑ
despite all e�ortsÑstill compute a long time. In those cases it
is common to abort queries after a given time frame or bud-
get has expired. [22Ð25] In those cases, faced the challenge
of whether and how to nonetheless provide the client with
some answer to the query. Some so-called re�nement-based
approaches opt for soundness in those cases, returning more
imprecise results of a simpler to compute analysis. [23, 25]
Others accept unsoundness by returning incomplete infor-
mation.

Demand-driven analysis has the bene�t of being e�cient,
to a large extent, irrespectively of the size of the overall
program. This is because, if designed precisely, it can restrict
its own computation to the set of local areas in that large
program that actually matter to the analysis.

4 Summary-based analysis frameworks
If we accept that demand-driven analysis is useful in some
application contexts such as software security, what is the
added bene�t of summarization and distributivity? Proce-
dure summaries are important for a very simple reason: they
avoid the repeated re-analysis of identical code, in particular
of the same procedures. For decades, ever since the founda-
tional paper by Sharir and Pnueli [19], researchers have been
making inter-procedural static analyses context-sensitive by
one of the two following means:

1. In the call-strings approach, one basically conducts a
regular context-insensitive analysis in the monotone
framework [5] but lifts it to a context-sensitive one
by annotating data-�ow facts with context informa-
tion, typically k-limited calling-context strings, i.e.,
sequences of method calls that resemble the call stack.
The call-strings approach typically goes without sum-
marization.

2. In the functional approach, one obtains context-sensitivity
by computing, at the�rst time a call to a procedure
p is encountered, a reusable summary resembling the
e�ects that a call top will have in terms of the static
analysis. This summary is then applied anew in every
further calling context, i.e., at every other call top.

To illustrate the bene�t of summarization, consider the
example in Listing 1. Assume we wish to conduct a taint
analysis that ought to warn us when private keys are writ-
ten to log�les. As we can see, the program does handle a

1 void main () {
2 byte [] pri = privateKey () ;
3 byte [] pub = publicKey () ;
4 byte [] priAl ias = foo(pri ) ; // context c1
5 byte [] pubAlias = foo(pub); // context c2
6 ...
7 log (pub);
8 }
9

10 byte [] foo ( byte [] ba) {
11 // some hard - to - analyze code omitted
12 return ba;
13 }

Listing 1. Taint analysis bene�ting from summarization

private and public key, and logs a key but that key is actually
the public one. To make that distinction, however, as both
the private and public key are passed tofoo, one requires a
context-sensitive analysis. Such an analysis can be conducted
both using the call-strings and the functional approach.

In the call-strings approach, one would analyze the pro-
cedurefoo twice, once for contextc1 and one for context
c2. While this would yield the correct, precise result Òpri

does not leak tolog Ó, it wastes computation: irrespective
of what parameter objectfoo is called with, it returns that
same object. If we assume thatfoo has no further side-e�ects,
but does contain some hard-to-analyze code, then we would
end up analyzingfoo twice, without gaining anything, but
wasting precious analysis time. Analyzing a method twice
does not cost that much time, but due to method-call nesting,
such an approach can easily incur an exponential blowup,
which is the reason for why also current papers that describe
approaches built on top of the call-strings approach typically
report the need to create millions if not billions of contexts
for realistic program. Every single such context means the
re-analysis of a potentially hard-to-analyze procedure!

Now next let us consider the summary-based approach
instead. There are many summary-based approaches, includ-
ing IFDS [14], IDE [17], WPDS [15] and VASCO [13], but if
used correctly, all of them would behave the same on this
simpli�ed example. Upon encountering the�rst call sitec1,
the analysis would analyzefoo but summarize its e�ects. For
the sake of this example let us assume that the summary is
simply:

ba 7! <ret>

This summary indicates that the procedure returns its ar-
gumentba, no matter what that argument actually is. Impor-
tantly, this summary is reusable: upon encountering call site
c2, the analysis will map also the argument objectpub to
ba, and would see that a summary forba has already been
computed. It would then simply apply that summary atc2,
propagating information frompub to pubAlias , without hav-
ing to re-analyzefoo.

3

taint analysis tracks!
both keys
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also in potentially dead code. Some might perceive this as an
issue, but my personal opinion is that vulnerabilities should
not exist anywhere, including in dead code, as this code
may become alive eventually. Large software development
companies are with me on this issue, for instance SAP SE,
which follows a Òzero vulnerabilityÓ policy. [18]

Another caveat of demand-driven analyses is that in some
corner cases the analysis for an individual query mightÑ
despite all e�ortsÑstill compute a long time. In those cases it
is common to abort queries after a given time frame or bud-
get has expired. [22Ð25] In those cases, faced the challenge
of whether and how to nonetheless provide the client with
some answer to the query. Some so-called re�nement-based
approaches opt for soundness in those cases, returning more
imprecise results of a simpler to compute analysis. [23, 25]
Others accept unsoundness by returning incomplete infor-
mation.

Demand-driven analysis has the bene�t of being e�cient,
to a large extent, irrespectively of the size of the overall
program. This is because, if designed precisely, it can restrict
its own computation to the set of local areas in that large
program that actually matter to the analysis.

4 Summary-based analysis frameworks
If we accept that demand-driven analysis is useful in some
application contexts such as software security, what is the
added bene�t of summarization and distributivity? Proce-
dure summaries are important for a very simple reason: they
avoid the repeated re-analysis of identical code, in particular
of the same procedures. For decades, ever since the founda-
tional paper by Sharir and Pnueli [19], researchers have been
making inter-procedural static analyses context-sensitive by
one of the two following means:

1. In the call-strings approach, one basically conducts a
regular context-insensitive analysis in the monotone
framework [5] but lifts it to a context-sensitive one
by annotating data-�ow facts with context informa-
tion, typically k-limited calling-context strings, i.e.,
sequences of method calls that resemble the call stack.
The call-strings approach typically goes without sum-
marization.

2. In the functional approach, one obtains context-sensitivity
by computing, at the�rst time a call to a procedure
p is encountered, a reusable summary resembling the
e�ects that a call top will have in terms of the static
analysis. This summary is then applied anew in every
further calling context, i.e., at every other call top.

To illustrate the bene�t of summarization, consider the
example in Listing 1. Assume we wish to conduct a taint
analysis that ought to warn us when private keys are writ-
ten to log�les. As we can see, the program does handle a

1 void main () {
2 byte [] pri = privateKey () ;
3 byte [] pub = publicKey () ;
4 byte [] priAl ias = foo(pri ) ; // context c1
5 byte [] pubAlias = foo(pub); // context c2
6 ...
7 log (pub);
8 }
9

10 byte [] foo ( byte [] ba) {
11 // some hard - to - analyze code omitted
12 return ba;
13 }

Listing 1. Taint analysis bene�ting from summarization

private and public key, and logs a key but that key is actually
the public one. To make that distinction, however, as both
the private and public key are passed tofoo, one requires a
context-sensitive analysis. Such an analysis can be conducted
both using the call-strings and the functional approach.

In the call-strings approach, one would analyze the pro-
cedurefoo twice, once for contextc1 and one for context
c2. While this would yield the correct, precise result Òpri

does not leak tolog Ó, it wastes computation: irrespective
of what parameter objectfoo is called with, it returns that
same object. If we assume thatfoo has no further side-e�ects,
but does contain some hard-to-analyze code, then we would
end up analyzingfoo twice, without gaining anything, but
wasting precious analysis time. Analyzing a method twice
does not cost that much time, but due to method-call nesting,
such an approach can easily incur an exponential blowup,
which is the reason for why also current papers that describe
approaches built on top of the call-strings approach typically
report the need to create millions if not billions of contexts
for realistic program. Every single such context means the
re-analysis of a potentially hard-to-analyze procedure!

Now next let us consider the summary-based approach
instead. There are many summary-based approaches, includ-
ing IFDS [14], IDE [17], WPDS [15] and VASCO [13], but if
used correctly, all of them would behave the same on this
simpli�ed example. Upon encountering the�rst call sitec1,
the analysis would analyzefoo but summarize its e�ects. For
the sake of this example let us assume that the summary is
simply:

ba 7! <ret>

This summary indicates that the procedure returns its ar-
gumentba, no matter what that argument actually is. Impor-
tantly, this summary is reusable: upon encountering call site
c2, the analysis will map also the argument objectpub to
ba, and would see that a summary forba has already been
computed. It would then simply apply that summary atc2,
propagating information frompub to pubAlias , without hav-
ing to re-analyzefoo.

3

two calling contexts

need context-sensitivity!
to avoid false warning
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also in potentially dead code. Some might perceive this as an
issue, but my personal opinion is that vulnerabilities should
not exist anywhere, including in dead code, as this code
may become alive eventually. Large software development
companies are with me on this issue, for instance SAP SE,
which follows a Òzero vulnerabilityÓ policy. [18]

Another caveat of demand-driven analyses is that in some
corner cases the analysis for an individual query mightÑ
despite all e�ortsÑstill compute a long time. In those cases it
is common to abort queries after a given time frame or bud-
get has expired. [22Ð25] In those cases, faced the challenge
of whether and how to nonetheless provide the client with
some answer to the query. Some so-called re�nement-based
approaches opt for soundness in those cases, returning more
imprecise results of a simpler to compute analysis. [23, 25]
Others accept unsoundness by returning incomplete infor-
mation.

Demand-driven analysis has the bene�t of being e�cient,
to a large extent, irrespectively of the size of the overall
program. This is because, if designed precisely, it can restrict
its own computation to the set of local areas in that large
program that actually matter to the analysis.

4 Summary-based analysis frameworks
If we accept that demand-driven analysis is useful in some
application contexts such as software security, what is the
added bene�t of summarization and distributivity? Proce-
dure summaries are important for a very simple reason: they
avoid the repeated re-analysis of identical code, in particular
of the same procedures. For decades, ever since the founda-
tional paper by Sharir and Pnueli [19], researchers have been
making inter-procedural static analyses context-sensitive by
one of the two following means:

1. In the call-strings approach, one basically conducts a
regular context-insensitive analysis in the monotone
framework [5] but lifts it to a context-sensitive one
by annotating data-�ow facts with context informa-
tion, typically k-limited calling-context strings, i.e.,
sequences of method calls that resemble the call stack.
The call-strings approach typically goes without sum-
marization.

2. In the functional approach, one obtains context-sensitivity
by computing, at the�rst time a call to a procedure
p is encountered, a reusable summary resembling the
e�ects that a call top will have in terms of the static
analysis. This summary is then applied anew in every
further calling context, i.e., at every other call top.

To illustrate the bene�t of summarization, consider the
example in Listing 1. Assume we wish to conduct a taint
analysis that ought to warn us when private keys are writ-
ten to log�les. As we can see, the program does handle a

1 void main () {
2 byte [] pri = privateKey () ;
3 byte [] pub = publicKey () ;
4 byte [] priAl ias = foo(pri ) ; // context c1
5 byte [] pubAlias = foo(pub); // context c2
6 ...
7 log (pub);
8 }
9

10 byte [] foo ( byte [] ba) {
11 // some hard - to - analyze code omitted
12 return ba;
13 }

Listing 1. Taint analysis bene�ting from summarization

private and public key, and logs a key but that key is actually
the public one. To make that distinction, however, as both
the private and public key are passed tofoo, one requires a
context-sensitive analysis. Such an analysis can be conducted
both using the call-strings and the functional approach.

In the call-strings approach, one would analyze the pro-
cedurefoo twice, once for contextc1 and one for context
c2. While this would yield the correct, precise result Òpri

does not leak tolog Ó, it wastes computation: irrespective
of what parameter objectfoo is called with, it returns that
same object. If we assume thatfoo has no further side-e�ects,
but does contain some hard-to-analyze code, then we would
end up analyzingfoo twice, without gaining anything, but
wasting precious analysis time. Analyzing a method twice
does not cost that much time, but due to method-call nesting,
such an approach can easily incur an exponential blowup,
which is the reason for why also current papers that describe
approaches built on top of the call-strings approach typically
report the need to create millions if not billions of contexts
for realistic program. Every single such context means the
re-analysis of a potentially hard-to-analyze procedure!

Now next let us consider the summary-based approach
instead. There are many summary-based approaches, includ-
ing IFDS [14], IDE [17], WPDS [15] and VASCO [13], but if
used correctly, all of them would behave the same on this
simpli�ed example. Upon encountering the�rst call sitec1,
the analysis would analyzefoo but summarize its e�ects. For
the sake of this example let us assume that the summary is
simply:

ba 7! <ret>

This summary indicates that the procedure returns its ar-
gumentba, no matter what that argument actually is. Impor-
tantly, this summary is reusable: upon encountering call site
c2, the analysis will map also the argument objectpub to
ba, and would see that a summary forba has already been
computed. It would then simply apply that summary atc2,
propagating information frompub to pubAlias , without hav-
ing to re-analyzefoo.

3

call-strings approach!
analyzes foo twice 

(c1,ba) (c2,ba)
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also in potentially dead code. Some might perceive this as an
issue, but my personal opinion is that vulnerabilities should
not exist anywhere, including in dead code, as this code
may become alive eventually. Large software development
companies are with me on this issue, for instance SAP SE,
which follows a Òzero vulnerabilityÓ policy. [18]

Another caveat of demand-driven analyses is that in some
corner cases the analysis for an individual query mightÑ
despite all e�ortsÑstill compute a long time. In those cases it
is common to abort queries after a given time frame or bud-
get has expired. [22Ð25] In those cases, faced the challenge
of whether and how to nonetheless provide the client with
some answer to the query. Some so-called re�nement-based
approaches opt for soundness in those cases, returning more
imprecise results of a simpler to compute analysis. [23, 25]
Others accept unsoundness by returning incomplete infor-
mation.

Demand-driven analysis has the bene�t of being e�cient,
to a large extent, irrespectively of the size of the overall
program. This is because, if designed precisely, it can restrict
its own computation to the set of local areas in that large
program that actually matter to the analysis.

4 Summary-based analysis frameworks
If we accept that demand-driven analysis is useful in some
application contexts such as software security, what is the
added bene�t of summarization and distributivity? Proce-
dure summaries are important for a very simple reason: they
avoid the repeated re-analysis of identical code, in particular
of the same procedures. For decades, ever since the founda-
tional paper by Sharir and Pnueli [19], researchers have been
making inter-procedural static analyses context-sensitive by
one of the two following means:

1. In the call-strings approach, one basically conducts a
regular context-insensitive analysis in the monotone
framework [5] but lifts it to a context-sensitive one
by annotating data-�ow facts with context informa-
tion, typically k-limited calling-context strings, i.e.,
sequences of method calls that resemble the call stack.
The call-strings approach typically goes without sum-
marization.

2. In the functional approach, one obtains context-sensitivity
by computing, at the�rst time a call to a procedure
p is encountered, a reusable summary resembling the
e�ects that a call top will have in terms of the static
analysis. This summary is then applied anew in every
further calling context, i.e., at every other call top.

To illustrate the bene�t of summarization, consider the
example in Listing 1. Assume we wish to conduct a taint
analysis that ought to warn us when private keys are writ-
ten to log�les. As we can see, the program does handle a

1 void main () {
2 byte [] pri = privateKey () ;
3 byte [] pub = publicKey () ;
4 byte [] priAl ias = foo(pri ) ; // context c1
5 byte [] pubAlias = foo(pub); // context c2
6 ...
7 log (pub);
8 }
9

10 byte [] foo ( byte [] ba) {
11 // some hard - to - analyze code omitted
12 return ba;
13 }

Listing 1. Taint analysis bene�ting from summarization

private and public key, and logs a key but that key is actually
the public one. To make that distinction, however, as both
the private and public key are passed tofoo, one requires a
context-sensitive analysis. Such an analysis can be conducted
both using the call-strings and the functional approach.

In the call-strings approach, one would analyze the pro-
cedurefoo twice, once for contextc1 and one for context
c2. While this would yield the correct, precise result Òpri

does not leak tolog Ó, it wastes computation: irrespective
of what parameter objectfoo is called with, it returns that
same object. If we assume thatfoo has no further side-e�ects,
but does contain some hard-to-analyze code, then we would
end up analyzingfoo twice, without gaining anything, but
wasting precious analysis time. Analyzing a method twice
does not cost that much time, but due to method-call nesting,
such an approach can easily incur an exponential blowup,
which is the reason for why also current papers that describe
approaches built on top of the call-strings approach typically
report the need to create millions if not billions of contexts
for realistic program. Every single such context means the
re-analysis of a potentially hard-to-analyze procedure!

Now next let us consider the summary-based approach
instead. There are many summary-based approaches, includ-
ing IFDS [14], IDE [17], WPDS [15] and VASCO [13], but if
used correctly, all of them would behave the same on this
simpli�ed example. Upon encountering the�rst call sitec1,
the analysis would analyzefoo but summarize its e�ects. For
the sake of this example let us assume that the summary is
simply:

ba 7! <ret>

This summary indicates that the procedure returns its ar-
gumentba, no matter what that argument actually is. Impor-
tantly, this summary is reusable: upon encountering call site
c2, the analysis will map also the argument objectpub to
ba, and would see that a summary forba has already been
computed. It would then simply apply that summary atc2,
propagating information frompub to pubAlias , without hav-
ing to re-analyzefoo.

3

summary-based analysis!
instead only once!

ba

<ret>
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By avoiding the repeated re-analysis of callee procedures for
di�erent calling contexts, the use of procedure summaries
can drastically reduce the complexity of the static analysis.

Note that procedure summaries such as the one above
actually represent summary functions. Such functions can
have representations that are either extensional or inten-
sional. An extensional summary de�nes a function by asso-
ciating inputs with outputs. An extensional de�nition of the
increment-function could look like this:

0 7! 1, 1 7! 2, 2 7! 3, . . .
As can easily be seen, extensional summary de�nitions have
at leats two problems: First they are very verbose, making
it hard to store them compactly. Second, to be �nitely rep-
resentable at all, they typically must be restricted to a �nite
subset of inputs.

An intensional de�nition of the increment function simply
looks like this:

�x . x 7! x + 1
Note the following di�erences: Firstly this de�nition is much
more compact than the extensional one. Secondly, it rep-
resents all possible inputs to the function. This is because
the intensional de�nitions abstracts from concrete parame-
ters through its input variable x , and explicitly describes the
function’s e�ect on x .

When designing procedure summaries, one should strive for
intensional (opposed to extensional) summary de�nitions,
as they are compact and represent the entire possible input
space.

The summary “ba 7! <ret> ” for the example from Listing 1
is compact because it is e�ectively intensional: concrete input
variables such as a1and a2are abstracted away and compactly
represented by foo ’s formal parameter ba.

In the past, many fellow researchers and I myself have un-
consciously neglected this guideline, resulting in summaries
that were e�ectively extensional. As I will explain in the
following, this causes problems with summary reuse.

When applying summary-based techniques such as IFDS,
IDE, WPDS and VASCO to static-analysis problems blindly,
without the proper understanding of the summarization ef-
fects, this can quickly void all advantages that summarization
would normally give. One reason for this is that in such cases
summaries are frequently extensional.

As an example, let us consider the example in Listing 2.
Assume that this time we wish to conduct a �ow-sensitive
and context-sensitive points-to analysis. Typical points-to
analyses use so-called store-based abstractions [6], i.e., model
objects through allocation sites. The example contains two
such sites: alloc1 and alloc2 .

14 void main () {
15 A a1 = new A() ; // al loc1
16 A a2 = new A() ; // al loc2
17 A a1Alias = foo(a1); // context c1
18 A a2Alias = foo(a2); // context c2
19 }
20
21 <T> T foo(T o) {
22 // some hard - to - analyze code omitted
23 return o;
24 }

Listing 2. Pointer analysis bene�ting from
summarization

Unfortunately, when propagating allocation-site informa-
tion through the program blindly, with a summarizing algo-
rithm such as IFDS, IDE, WPDS and VASCO, this can easily
destroy all summarization. For the example, assume that be-
fore line 17 we are tracking the two pieces of information
(a1, {alloc1 }) and (a2, {alloc2 }) , denoting that the objects re-
ferred to by a1 and a2 could have been created by alloc1 and
alloc2 respectively, i.e., points-to any object created at the
respective statement. Now upon encountering the �rst call to
foo at c1, the analysis would analyze the callee procedure and
would, in fact, create a summary, indicating the following
mapping:

(o, {alloc1 }) 7! (<ret> , {alloc1 })

Note how this summary contains not only information that
is local to the callee foo (the identi�er o and the return value
<ret> ) but also information that is context-dependent: the
allocation site alloc1 matters in this particular calling context
c1 and (in this program) no other. This is a bad smell.

Procedure summaries should contain only information that
has a local meaning to the procedure being summarized. Typ-
ically this information relates to variables and pointers that
are in scope at this place. Store-based heap abstractions [6]
are not a good �t, as they tend to propagate non-local infor-
mation.

The problem with the above summary is that—despite
being a valid summary—it is not very much reusable. It can
only be reused in cases where foo again is called with the very
same points-to set. Even in cases where individual elements
were added or removed from the points-to set the summaries
would not match, and could not be reused. This is also for
a good reason, as any changes to the points-to set could
change the e�ect that the call to foo has on the computation,
which should then actually result in a di�erent summary.

This is also what would happen in the example in Listing 2:
At c2, the analysis would analyze this time the procedure foo

with an initial analysis information of (o, {alloc2 }) , which
does not match the left-hand side of the already-created

4

ISSTA Companion/ECOOP CompanionÕ18 , July 16Ð21, 2018, Amsterdam, Netherlands Eric Bodden

By avoiding the repeated re-analysis of callee procedures for
di! erent calling contexts, the use of procedure summaries
can drastically reduce the complexity of the static analysis.

Note that procedure summaries such as the one above
actually represent summaryfunctions. Such functions can
have representations that are eitherextensionalor inten-
sional. An extensional summary de" nes a function by asso-
ciating inputs with outputs. An extensional de" nition of the
increment-function could look like this:

0 !" 1,1 !" 2,2 !" 3, . . .
As can easily be seen, extensional summary de" nitions have
at leats two problems: First they are very verbose, making
it hard to store them compactly. Second, to be" nitely rep-
resentable at all, they typically must be restricted to a" nite
subset of inputs.

An intensional de" nition of the increment function simply
looks like this:

! x . x !" x + 1
Note the following di! erences: Firstly this de" nition is much
more compact than the extensional one. Secondly, it rep-
resents all possible inputs to the function. This is because
the intensional de" nitions abstracts from concrete parame-
ters through its input variablex, and explicitly describes the
functionÕs e! ect onx.

When designing procedure summaries, one should strive for
intensional (opposed to extensional) summary de" nitions,
as they are compact and represent the entire possible input
space.

The summary Òba !" <ret> Ó for the example from Listing 1
is compact because it is e! ectively intensional: concrete input
variables such asa1anda2are abstracted away and compactly
represented byfooÕs formal parameterba.

In the past, many fellow researchers and I myself have un-
consciously neglected this guideline, resulting in summaries
that were e! ectively extensional. As I will explain in the
following, this causes problems with summary reuse.

When applying summary-based techniques such as IFDS,
IDE, WPDS and VASCO to static-analysis problems blindly,
without the proper understanding of the summarization ef-
fects, this can quickly void all advantages that summarization
would normally give. One reason for this is that in such cases
summaries are frequently extensional.

As an example, let us consider the example in Listing 2.
Assume that this time we wish to conduct a#ow-sensitive
and context-sensitive points-to analysis. Typical points-to
analyses use so-called store-based abstractions [6], i.e., model
objects through allocation sites. The example contains two
such sites:alloc1 andalloc2 .

14 void main () {
15 A a1 = new A() ; // al loc1
16 A a2 = new A() ; // al loc2
17 A a1Alias = foo(a1); // context c1
18 A a2Alias = foo(a2); // context c2
19 }
20

21 <T> T foo(T o) {
22 // some hard - to - analyze code omitted
23 return o;
24 }

Listing 2. Pointer analysis bene" ting from
summarization

Unfortunately, when propagating allocation-site informa-
tion through the program blindly, with a summarizing algo-
rithm such as IFDS, IDE, WPDS and VASCO, this can easily
destroy all summarization. For the example, assume that be-
fore line 17 we are tracking the two pieces of information
(a1, {alloc1 }) and(a2, {alloc2 }), denoting that the objects re-
ferred to bya1 anda2 could have been created byalloc1 and
alloc2 respectively, i.e., points-to any object created at the
respective statement. Now upon encountering the" rst call to
foo at c1, the analysis would analyze the callee procedure and
would, in fact, create a summary, indicating the following
mapping:

(o, {alloc1 }) !" (<ret> , {alloc1 })
Note how this summary contains not only information that
is local to the calleefoo (the identi" er o and the return value
<ret> ) but also information that is context-dependent: the
allocation sitealloc1 matters in this particular calling context
c1 and (in this program) no other. This is a bad smell.

Procedure summaries should containonly information that
has a local meaning to the procedure being summarized. Typ-
ically this information relates to variables and pointers that
are in scope at this place. Store-based heap abstractions [6]
are not a good" t, as they tend to propagate non-local infor-
mation.

The problem with the above summary is thatÑdespite
being a valid summaryÑit is not very much reusable. It can
only be reused in cases wherefoo again is called withthe very
samepoints-to set. Even in cases where individual elements
were added or removed from the points-to set the summaries
would not match, and could not be reused. This is also for
a good reason, as any changes to the points-to set could
change the e! ect that the call tofoo has on the computation,
which should then actually result in a di! erent summary.

This is also what would happen in the example in Listing 2:
At c2, the analysis would analyze this time the procedurefoo

with an initial analysis information of(o, {alloc2 }), which
doesnot match the left-hand side of the already-created
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extensional definition of the increment function:

intensional definition:

much more compact!



1. Precise pointer analyses are key!


2. Demand-driven analysis can aid both 
performance and precision


3. Summaries avoid repeated re-analysis of 
callee procedures


4. One should strive for intensional 
summary definitions
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Lessons



How to compute 
summaries?
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Notation for Summary Flow Function

For simplicity forward flow is assumed.

Procedure r

f1

f2 f3

f4

Φr (u1) ≡ ! id

Φr (u2) ≡ f1

Φr (u3) ≡ f1 Φr (u4) ≡ f1

Φr (u5) ≡ f2 ◦ f1 Φr (u6) ≡ f3 ◦ f1

Φr (u7) ≡ f2 ◦ f1 ⊓ f3 ◦ f1

Φr (u8) ≡ f4 ◦ (f2 ◦ f1 ⊓ f3 ◦ f1)

May 2011 Uday Khedker

assume forward!
analysisÉ

Slide uses illustration by Uday Khedker
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Important: The MFP soundly solution approximates the MOP solution:

8s. MOP (s) v MFP (s)

Reason:

f(x) u f(y) v f(x u y)

if f is monotone.

Special case: all f are distributive, i.e.:

f(x) u f(y) = f(x u y)

Then it holds:

8s. MOP (s) = MFP (s)

This is called a distributive framework.
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Generally assume that flow functions are monotone:

To be able to compute intensional summaries, 
they need to be distributive:

Important: The MFP soundly solution approximates the MOP solution:

8s. MOP (s) v MFP (s)

Reason:

f(x) u f(y) v f(x u y)

if f is monotone.

Special case: all f are distributive, i.e.:

f(x) u f(y) = f(x u y)

Then it holds:

8s. MOP (s) = MFP (s)

This is called a distributive framework.
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IFDS, IDE and WPDS compute 
summaries automatically, but care 
must be taken when choosing the 

appropriate heap abstraction!
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By avoiding the repeated re-analysis of callee procedures for
di! erent calling contexts, the use of procedure summaries
can drastically reduce the complexity of the static analysis.

Note that procedure summaries such as the one above
actually represent summaryfunctions. Such functions can
have representations that are eitherextensionalor inten-
sional. An extensional summary de" nes a function by asso-
ciating inputs with outputs. An extensional de" nition of the
increment-function could look like this:

0 !" 1, 1 !" 2,2 !" 3, . . .
As can easily be seen, extensional summary de" nitions have
at leats two problems: First they are very verbose, making
it hard to store them compactly. Second, to be" nitely rep-
resentable at all, they typically must be restricted to a" nite
subset of inputs.

An intensional de" nition of the increment function simply
looks like this:

! x. x !" x + 1
Note the following di! erences: Firstly this de" nition is much
more compact than the extensional one. Secondly, it rep-
resents all possible inputs to the function. This is because
the intensional de" nitions abstracts from concrete parame-
ters through its input variablex, and explicitly describes the
functionÕs e! ect onx.

When designing procedure summaries, one should strive for
intensional (opposed to extensional) summary de" nitions,
as they are compact and represent the entire possible input
space.

The summary Òba !" <ret> Ó for the example from Listing 1
is compact because it is e! ectively intensional: concrete input
variables such asa1anda2are abstracted away and compactly
represented byfooÕs formal parameterba.

In the past, many fellow researchers and I myself have un-
consciously neglected this guideline, resulting in summaries
that were e! ectively extensional. As I will explain in the
following, this causes problems with summary reuse.

When applying summary-based techniques such as IFDS,
IDE, WPDS and VASCO to static-analysis problems blindly,
without the proper understanding of the summarization ef-
fects, this can quickly void all advantages that summarization
would normally give. One reason for this is that in such cases
summaries are frequently extensional.

As an example, let us consider the example in Listing 2.
Assume that this time we wish to conduct a#ow-sensitive
and context-sensitive points-to analysis. Typical points-to
analyses use so-called store-based abstractions [6], i.e., model
objects through allocation sites. The example contains two
such sites:alloc1 andalloc2 .

14 void main () {
15 A a1 = new A() ; // al loc1
16 A a2 = new A() ; // al loc2
17 A a1Alias = foo(a1); // context c1
18 A a2Alias = foo(a2); // context c2
19 }
20

21 <T> T foo(T o) {
22 // some hard - to - analyze code omitted
23 return o;
24 }

Listing 2. Pointer analysis bene" ting from
summarization

Unfortunately, when propagating allocation-site informa-
tion through the program blindly, with a summarizing algo-
rithm such as IFDS, IDE, WPDS and VASCO, this can easily
destroy all summarization. For the example, assume that be-
fore line 17 we are tracking the two pieces of information
(a1, {alloc1 }) and(a2, {alloc2 }), denoting that the objects re-
ferred to bya1 anda2 could have been created byalloc1 and
alloc2 respectively, i.e., points-to any object created at the
respective statement. Now upon encountering the" rst call to
foo at c1, the analysis would analyze the callee procedure and
would, in fact, create a summary, indicating the following
mapping:

(o, {alloc1 }) !" (<ret> , {alloc1 })

Note how this summary contains not only information that
is local to the calleefoo (the identi" er o and the return value
<ret> ) but also information that is context-dependent: the
allocation sitealloc1 matters in this particular calling context
c1 and (in this program) no other. This is a bad smell.

Procedure summaries should containonly information that
has a local meaning to the procedure being summarized. Typ-
ically this information relates to variables and pointers that
are in scope at this place. Store-based heap abstractions [6]
are not a good" t, as they tend to propagate non-local infor-
mation.

The problem with the above summary is thatÑdespite
being a valid summaryÑit is not very much reusable. It can
only be reused in cases wherefoo again is called withthe very
samepoints-to set. Even in cases where individual elements
were added or removed from the points-to set the summaries
would not match, and could not be reused. This is also for
a good reason, as any changes to the points-to set could
change the e! ect that the call tofoo has on the computation,
which should then actually result in a di! erent summary.

This is also what would happen in the example in Listing 2:
At c2, the analysis would analyze this time the procedurefoo

with an initial analysis information of(o, {alloc2 }), which
doesnot match the left-hand side of the already-created

4

two allocation sites

({alloc2},o)

({alloc2},<ret>)

allocation-site abstraction causes 
duplicated analysis of callee

({alloc1},o)

({alloc1},<ret>)
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By avoiding the repeated re-analysis of callee procedures for
di! erent calling contexts, the use of procedure summaries
can drastically reduce the complexity of the static analysis.

Note that procedure summaries such as the one above
actually represent summaryfunctions. Such functions can
have representations that are eitherextensionalor inten-
sional. An extensional summary de" nes a function by asso-
ciating inputs with outputs. An extensional de" nition of the
increment-function could look like this:

0 !" 1, 1 !" 2,2 !" 3, . . .
As can easily be seen, extensional summary de" nitions have
at leats two problems: First they are very verbose, making
it hard to store them compactly. Second, to be" nitely rep-
resentable at all, they typically must be restricted to a" nite
subset of inputs.

An intensional de" nition of the increment function simply
looks like this:

! x. x !" x + 1
Note the following di! erences: Firstly this de" nition is much
more compact than the extensional one. Secondly, it rep-
resents all possible inputs to the function. This is because
the intensional de" nitions abstracts from concrete parame-
ters through its input variablex, and explicitly describes the
functionÕs e! ect onx.

When designing procedure summaries, one should strive for
intensional (opposed to extensional) summary de" nitions,
as they are compact and represent the entire possible input
space.

The summary Òba !" <ret> Ó for the example from Listing 1
is compact because it is e! ectively intensional: concrete input
variables such asa1anda2are abstracted away and compactly
represented byfooÕs formal parameterba.

In the past, many fellow researchers and I myself have un-
consciously neglected this guideline, resulting in summaries
that were e! ectively extensional. As I will explain in the
following, this causes problems with summary reuse.

When applying summary-based techniques such as IFDS,
IDE, WPDS and VASCO to static-analysis problems blindly,
without the proper understanding of the summarization ef-
fects, this can quickly void all advantages that summarization
would normally give. One reason for this is that in such cases
summaries are frequently extensional.

As an example, let us consider the example in Listing 2.
Assume that this time we wish to conduct a#ow-sensitive
and context-sensitive points-to analysis. Typical points-to
analyses use so-called store-based abstractions [6], i.e., model
objects through allocation sites. The example contains two
such sites:alloc1 andalloc2 .

14 void main () {
15 A a1 = new A() ; // al loc1
16 A a2 = new A() ; // al loc2
17 A a1Alias = foo(a1); // context c1
18 A a2Alias = foo(a2); // context c2
19 }
20

21 <T> T foo(T o) {
22 // some hard - to - analyze code omitted
23 return o;
24 }

Listing 2. Pointer analysis bene" ting from
summarization

Unfortunately, when propagating allocation-site informa-
tion through the program blindly, with a summarizing algo-
rithm such as IFDS, IDE, WPDS and VASCO, this can easily
destroy all summarization. For the example, assume that be-
fore line 17 we are tracking the two pieces of information
(a1, {alloc1 }) and(a2, {alloc2 }), denoting that the objects re-
ferred to bya1 anda2 could have been created byalloc1 and
alloc2 respectively, i.e., points-to any object created at the
respective statement. Now upon encountering the" rst call to
foo at c1, the analysis would analyze the callee procedure and
would, in fact, create a summary, indicating the following
mapping:

(o, {alloc1 }) !" (<ret> , {alloc1 })

Note how this summary contains not only information that
is local to the calleefoo (the identi" er o and the return value
<ret> ) but also information that is context-dependent: the
allocation sitealloc1 matters in this particular calling context
c1 and (in this program) no other. This is a bad smell.

Procedure summaries should containonly information that
has a local meaning to the procedure being summarized. Typ-
ically this information relates to variables and pointers that
are in scope at this place. Store-based heap abstractions [6]
are not a good" t, as they tend to propagate non-local infor-
mation.

The problem with the above summary is thatÑdespite
being a valid summaryÑit is not very much reusable. It can
only be reused in cases wherefoo again is called withthe very
samepoints-to set. Even in cases where individual elements
were added or removed from the points-to set the summaries
would not match, and could not be reused. This is also for
a good reason, as any changes to the points-to set could
change the e! ect that the call tofoo has on the computation,
which should then actually result in a di! erent summary.

This is also what would happen in the example in Listing 2:
At c2, the analysis would analyze this time the procedurefoo

with an initial analysis information of(o, {alloc2 }), which
doesnot match the left-hand side of the already-created
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problem: summary for alloc1 is 
not reusable for alloc2

({alloc2},<ret>)({alloc1},<ret>)

({alloc2},o)({alloc1},o)



Instead use access paths
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By avoiding the repeated re-analysis of callee procedures for
di! erent calling contexts, the use of procedure summaries
can drastically reduce the complexity of the static analysis.

Note that procedure summaries such as the one above
actually represent summaryfunctions. Such functions can
have representations that are eitherextensionalor inten-
sional. An extensional summary de" nes a function by asso-
ciating inputs with outputs. An extensional de" nition of the
increment-function could look like this:

0 !" 1, 1 !" 2,2 !" 3, . . .
As can easily be seen, extensional summary de" nitions have
at leats two problems: First they are very verbose, making
it hard to store them compactly. Second, to be" nitely rep-
resentable at all, they typically must be restricted to a" nite
subset of inputs.

An intensional de" nition of the increment function simply
looks like this:

! x. x !" x + 1
Note the following di! erences: Firstly this de" nition is much
more compact than the extensional one. Secondly, it rep-
resents all possible inputs to the function. This is because
the intensional de" nitions abstracts from concrete parame-
ters through its input variablex, and explicitly describes the
functionÕs e! ect onx.

When designing procedure summaries, one should strive for
intensional (opposed to extensional) summary de" nitions,
as they are compact and represent the entire possible input
space.

The summary Òba !" <ret> Ó for the example from Listing 1
is compact because it is e! ectively intensional: concrete input
variables such asa1anda2are abstracted away and compactly
represented byfooÕs formal parameterba.

In the past, many fellow researchers and I myself have un-
consciously neglected this guideline, resulting in summaries
that were e! ectively extensional. As I will explain in the
following, this causes problems with summary reuse.

When applying summary-based techniques such as IFDS,
IDE, WPDS and VASCO to static-analysis problems blindly,
without the proper understanding of the summarization ef-
fects, this can quickly void all advantages that summarization
would normally give. One reason for this is that in such cases
summaries are frequently extensional.

As an example, let us consider the example in Listing 2.
Assume that this time we wish to conduct a#ow-sensitive
and context-sensitive points-to analysis. Typical points-to
analyses use so-called store-based abstractions [6], i.e., model
objects through allocation sites. The example contains two
such sites:alloc1 andalloc2 .

14 void main () {
15 A a1 = new A() ; // al loc1
16 A a2 = new A() ; // al loc2
17 A a1Alias = foo(a1); // context c1
18 A a2Alias = foo(a2); // context c2
19 }
20

21 <T> T foo(T o) {
22 // some hard - to - analyze code omitted
23 return o;
24 }

Listing 2. Pointer analysis bene" ting from
summarization

Unfortunately, when propagating allocation-site informa-
tion through the program blindly, with a summarizing algo-
rithm such as IFDS, IDE, WPDS and VASCO, this can easily
destroy all summarization. For the example, assume that be-
fore line 17 we are tracking the two pieces of information
(a1, {alloc1 }) and(a2, {alloc2 }), denoting that the objects re-
ferred to bya1 anda2 could have been created byalloc1 and
alloc2 respectively, i.e., points-to any object created at the
respective statement. Now upon encountering the" rst call to
foo at c1, the analysis would analyze the callee procedure and
would, in fact, create a summary, indicating the following
mapping:

(o, {alloc1 }) !" (<ret> , {alloc1 })

Note how this summary contains not only information that
is local to the calleefoo (the identi" er o and the return value
<ret> ) but also information that is context-dependent: the
allocation sitealloc1 matters in this particular calling context
c1 and (in this program) no other. This is a bad smell.

Procedure summaries should containonly information that
has a local meaning to the procedure being summarized. Typ-
ically this information relates to variables and pointers that
are in scope at this place. Store-based heap abstractions [6]
are not a good" t, as they tend to propagate non-local infor-
mation.

The problem with the above summary is thatÑdespite
being a valid summaryÑit is not very much reusable. It can
only be reused in cases wherefoo again is called withthe very
samepoints-to set. Even in cases where individual elements
were added or removed from the points-to set the summaries
would not match, and could not be reused. This is also for
a good reason, as any changes to the points-to set could
change the e! ect that the call tofoo has on the computation,
which should then actually result in a di! erent summary.

This is also what would happen in the example in Listing 2:
At c2, the analysis would analyze this time the procedurefoo

with an initial analysis information of(o, {alloc2 }), which
doesnot match the left-hand side of the already-created
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By avoiding the repeated re-analysis of callee procedures for
di! erent calling contexts, the use of procedure summaries
can drastically reduce the complexity of the static analysis.

Note that procedure summaries such as the one above
actually represent summaryfunctions. Such functions can
have representations that are eitherextensionalor inten-
sional. An extensional summary de" nes a function by asso-
ciating inputs with outputs. An extensional de" nition of the
increment-function could look like this:

0 !" 1, 1 !" 2,2 !" 3, . . .
As can easily be seen, extensional summary de" nitions have
at leats two problems: First they are very verbose, making
it hard to store them compactly. Second, to be" nitely rep-
resentable at all, they typically must be restricted to a" nite
subset of inputs.

An intensional de" nition of the increment function simply
looks like this:

! x. x !" x + 1
Note the following di! erences: Firstly this de" nition is much
more compact than the extensional one. Secondly, it rep-
resents all possible inputs to the function. This is because
the intensional de" nitions abstracts from concrete parame-
ters through its input variablex, and explicitly describes the
functionÕs e! ect onx.

When designing procedure summaries, one should strive for
intensional (opposed to extensional) summary de" nitions,
as they are compact and represent the entire possible input
space.

The summary Òba !" <ret> Ó for the example from Listing 1
is compact because it is e! ectively intensional: concrete input
variables such asa1anda2are abstracted away and compactly
represented byfooÕs formal parameterba.

In the past, many fellow researchers and I myself have un-
consciously neglected this guideline, resulting in summaries
that were e! ectively extensional. As I will explain in the
following, this causes problems with summary reuse.

When applying summary-based techniques such as IFDS,
IDE, WPDS and VASCO to static-analysis problems blindly,
without the proper understanding of the summarization ef-
fects, this can quickly void all advantages that summarization
would normally give. One reason for this is that in such cases
summaries are frequently extensional.

As an example, let us consider the example in Listing 2.
Assume that this time we wish to conduct a#ow-sensitive
and context-sensitive points-to analysis. Typical points-to
analyses use so-called store-based abstractions [6], i.e., model
objects through allocation sites. The example contains two
such sites:alloc1 andalloc2 .

14 void main () {
15 A a1 = new A() ; // al loc1
16 A a2 = new A() ; // al loc2
17 A a1Alias = foo(a1); // context c1
18 A a2Alias = foo(a2); // context c2
19 }
20

21 <T> T foo(T o) {
22 // some hard - to - analyze code omitted
23 return o;
24 }

Listing 2. Pointer analysis bene" ting from
summarization

Unfortunately, when propagating allocation-site informa-
tion through the program blindly, with a summarizing algo-
rithm such as IFDS, IDE, WPDS and VASCO, this can easily
destroy all summarization. For the example, assume that be-
fore line 17 we are tracking the two pieces of information
(a1, {alloc1 }) and(a2, {alloc2 }), denoting that the objects re-
ferred to bya1 anda2 could have been created byalloc1 and
alloc2 respectively, i.e., points-to any object created at the
respective statement. Now upon encountering the" rst call to
foo at c1, the analysis would analyze the callee procedure and
would, in fact, create a summary, indicating the following
mapping:

(o, {alloc1 }) !" (<ret> , {alloc1 })

Note how this summary contains not only information that
is local to the calleefoo (the identi" er o and the return value
<ret> ) but also information that is context-dependent: the
allocation sitealloc1 matters in this particular calling context
c1 and (in this program) no other. This is a bad smell.

Procedure summaries should containonly information that
has a local meaning to the procedure being summarized. Typ-
ically this information relates to variables and pointers that
are in scope at this place. Store-based heap abstractions [6]
are not a good" t, as they tend to propagate non-local infor-
mation.

The problem with the above summary is thatÑdespite
being a valid summaryÑit is not very much reusable. It can
only be reused in cases wherefoo again is called withthe very
samepoints-to set. Even in cases where individual elements
were added or removed from the points-to set the summaries
would not match, and could not be reused. This is also for
a good reason, as any changes to the points-to set could
change the e! ect that the call tofoo has on the computation,
which should then actually result in a di! erent summary.

This is also what would happen in the example in Listing 2:
At c2, the analysis would analyze this time the procedurefoo

with an initial analysis information of(o, {alloc2 }), which
doesnot match the left-hand side of the already-created

4

o

<ret>

2nd advantage:!
analyzing foo only once!



1. Precise pointer analyses are key!


2. Demand-driven analysis can aid both performance and 
precision


3. Summaries avoid repeated re-analysis of callee procedures


4. One should strive for intensional summary definitions


5. The point of procedure summaries is not to be able to 
create them but to be able to reuse them!


6. Alloc-site-based heap abstraction hinder summary reuse 

7. Access paths foster reusable summaries

�38

Lessons
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Remember:

To be able to compute intensional summaries, 
they need to be distributive:

Important: The MFP soundly solution approximates the MOP solution:

8s. MOP (s) v MFP (s)

Reason:

f(x) u f(y) v f(x u y)

if f is monotone.

Special case: all f are distributive, i.e.:

f(x) u f(y) = f(x u y)

Then it holds:

8s. MOP (s) = MFP (s)

This is called a distributive framework.
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But: distributive frameworks 

yield perfect precision!
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Important: The MFP soundly solution approximates the MOP solution:

8s. MOP (s) v MFP (s)

Reason:

f(x) u f(y) v f(x u y)

if f is monotone.

Special case: all f are distributive, i.e.:
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Then it holds:
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meet over all paths maximal Þxed point
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Important: The MFP soundly solution approximates the MOP solution:

8s. MOP (s) v MFP (s)

Reason:

f(x) u f(y) v f(x u y)

if f is monotone.

Special case: all f are distributive, i.e.:

f(x) u f(y) = f(x u y)

Then it holds:

8s. MOP (s) = MFP (s)

This is called a distributive framework.
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Important: The MFP soundly solution approximates the MOP solution:
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it does not matter!
when we merge!
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25 void main () {
26 Pair <String > p1 =

makePair ( secretKey () ,secretKey () ) ;
27 Pair <String > p2 =

makePair ( secretKey () ,publ icKey () ) ;
28 }
29

30 <T> T makePair (T a, T b) {
31 Pair <T> ret = new Pair <T >() ;
32 ret . left = a;
33 ret . r ight = b;
34 return ret ;
35 }

Listing 3. Example illustrating the advantage of
pointwise summaries

abstract state, i.e., an element within the input set, changes
from one call to the next, the computed summary cannot
be reused any more, hence necessitating a re-analysis of the
callee procedure, and the creation of another summary for
the newly encountered abstract state.

6.1 The e�ect of distributive �ow functions
Reps et al. have shown with IFDS that one can very e! ciently
create procedure summaries in cases where the analysis is
distributive over the merge operator, i.e., where for all" ow
functions f and abstract domain valuesx,! it holds that
f (x) ! f (! ) = f (x ! ! ), and where the problem is a subset
problem, i.e., where! is de#ned as set union. For problems
that have this property, one gains the big advantage of being
able to produce independently reusable pointwise summaries
of the formD " D:

To understand the e$ect this has, consider the example
in Listing 3, again with a taint analysis tracking the value
of the secretKey() . At the #rst call to makePair, an approach
such as VASCO, that does not assume distributivity, would
create a procedure summary such as:

{a,b} #" {<ret>.left ,<ret>.right }

This summary indicates that after the call both<ret>.left

and<ret>.right are tainted, as{a,b} were tainted before the
call. Now at the second call tomakePair, the abstract inputs
to the callee are di$erent: this time only the#rst parame-
ter is tainted, but not the second parameterb. Because the
summary is not point-wise, it can only be reused as a whole,
which in this case is not applicable. VASCO would hence
have to re-analyze the callee, producing a second summary:

{a} #" {<ret>.left }

IFDS, IDE and WPDS are frameworks that assume dis-
tributive " ow functions, but thereby allow the creation of
point-wise summaries. In the same example, at the#rst call
to makePair, such frameworks would create two independent
summaries, as follows:

{a} #" {<ret>.left }
{b} #" {<ret>.right }

Now at the second call tomakePair, where onlya is tainted but
not b, the analysis can nonetheless reuse the#rst of the two
summaries: it states that as soon asa is tainted, so becomes
<ret>.left Ñindependently of everything else.

Distributive frameworks have the advantage of being able
to produce point-wise summaries that are highly reusable,
because summaries can be reused on the level of individual
elements of the abstract domain.

6.2 Distributive framework = precise solution
But distributive frameworks have another big advantage:
optimal precision. The optimal solution to any static analysis
problem is the so-called meet-over-all-paths solution, also
called MOP. [5] In practice, this solution canusually not
be computed: Rice has shown that any non-trivial static
analysis problem is undecidable, and hence its MOP-solution
cannot be computed. [16] This is exactly why practical static
analyses approximate the MOP solution through a maximal-
#xed-point solution, also called MFP. The MFP solution is
hereby guaranteed to be a sound over-approximation:

MOP$ MFP
This relationship is guaranteed by the requirement that
within the monotone framework that is used to compute
the MFP solution all" ow functions must be monotone: for
all " ow functions f and abstract domain valuesx,! it holds
that:

f (x) ! f (! ) $ f (x ! ! )
As already explained above, for any distributive analysis
problem the following stronger condition holds:

f (x) ! f (! ) = f (x ! ! )
From this it also follows directly that for such problems:

MOP= MFP
This is very important to note:

If one can manage to precisely encode a problem in a distribu-
tive framework, then one can solve it with full precision!

6.3 A distributive encoding of pointer analysis
Unfortunately, though, not all problems are distributive. Prob-
lems generally become non-distributive when the result of
computing a" ow function depends on more than one in-
put value. In constant-propagation this occurs at statements
such asa = b+c, where the analysis can precisely compute
the resulta only when knowingb andc. Very unfortunately,
points-to analysis is also non-distributive: when encounter-
ing an assignment such asa.f = o then the analysis must
associateo not just with a.f but all its aliases. For this reason,
for a long time it has been believed that it is impossible to

6

two calling contextstwo calling contexts



�44

ISSTA Companion/ECOOP Companion’18 , July 16–21, 2018, Amsterdam, Netherlands Eric Bodden

25 void main () {
26 Pair <String > p1 =

makePair ( secretKey () ,secretKey () ) ;
27 Pair <String > p2 =

makePair ( secretKey () ,publ icKey () ) ;
28 }
29

30 <T> T makePair (T a, T b) {
31 Pair <T> ret = new Pair <T >() ;
32 ret . left = a;
33 ret . r ight = b;
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be reused any more, hence necessitating a re-analysis of the
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6.1 The e�ect of distributive �ow functions
Reps et al. have shown with IFDS that one can very e! ciently
create procedure summaries in cases where the analysis is
distributive over the merge operator, i.e., where for all" ow
functions f and abstract domain valuesx,! it holds that
f (x) ! f (! ) = f (x ! ! ), and where the problem is a subset
problem, i.e., where! is de#ned as set union. For problems
that have this property, one gains the big advantage of being
able to produce independently reusable pointwise summaries
of the formD " D:
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But distributive frameworks have another big advantage:
optimal precision. The optimal solution to any static analysis
problem is the so-called meet-over-all-paths solution, also
called MOP. [5] In practice, this solution canusually not
be computed: Rice has shown that any non-trivial static
analysis problem is undecidable, and hence its MOP-solution
cannot be computed. [16] This is exactly why practical static
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that:
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<ret>.left Ñindependently of everything else.

Distributive frameworks have the advantage of being able
to produce point-wise summaries that are highly reusable,
because summaries can be reused on the level of individual
elements of the abstract domain.

6.2 Distributive framework = precise solution
But distributive frameworks have another big advantage:
optimal precision. The optimal solution to any static analysis
problem is the so-called meet-over-all-paths solution, also
called MOP. [5] In practice, this solution canusually not
be computed: Rice has shown that any non-trivial static
analysis problem is undecidable, and hence its MOP-solution
cannot be computed. [16] This is exactly why practical static
analyses approximate the MOP solution through a maximal-
#xed-point solution, also called MFP. The MFP solution is
hereby guaranteed to be a sound over-approximation:

MOP$ MFP
This relationship is guaranteed by the requirement that
within the monotone framework that is used to compute
the MFP solution all" ow functions must be monotone: for
all " ow functions f and abstract domain valuesx,! it holds
that:

f (x) ! f (! ) $ f (x ! ! )
As already explained above, for any distributive analysis
problem the following stronger condition holds:

f (x) ! f (! ) = f (x ! ! )
From this it also follows directly that for such problems:

MOP= MFP
This is very important to note:

If one can manage to precisely encode a problem in a distribu-
tive framework, then one can solve it with full precision!

6.3 A distributive encoding of pointer analysis
Unfortunately, though, not all problems are distributive. Prob-
lems generally become non-distributive when the result of
computing a" ow function depends on more than one in-
put value. In constant-propagation this occurs at statements
such asa = b+c, where the analysis can precisely compute
the resulta only when knowingb andc. Very unfortunately,
points-to analysis is also non-distributive: when encounter-
ing an assignment such asa.f = o then the analysis must
associateo not just with a.f but all its aliases. For this reason,
for a long time it has been believed that it is impossible to
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25 void main () {
26 Pair <String > p1 =

makePair ( secretKey () ,secretKey () ) ;
27 Pair <String > p2 =

makePair ( secretKey () ,publ icKey () ) ;
28 }
29

30 <T> T makePair (T a, T b) {
31 Pair <T> ret = new Pair <T >() ;
32 ret . left = a;
33 ret . r ight = b;
34 return ret ;
35 }

Listing 3. Example illustrating the advantage of
pointwise summaries

abstract state, i.e., an element within the input set, changes
from one call to the next, the computed summary cannot
be reused any more, hence necessitating a re-analysis of the
callee procedure, and the creation of another summary for
the newly encountered abstract state.

6.1 The e�ect of distributive �ow functions
Reps et al. have shown with IFDS that one can very e! ciently
create procedure summaries in cases where the analysis is
distributive over the merge operator, i.e., where for all" ow
functions f and abstract domain valuesx,! it holds that
f (x) ! f (! ) = f (x ! ! ), and where the problem is a subset
problem, i.e., where! is de#ned as set union. For problems
that have this property, one gains the big advantage of being
able to produce independently reusable pointwise summaries
of the formD " D:

To understand the e$ect this has, consider the example
in Listing 3, again with a taint analysis tracking the value
of the secretKey() . At the #rst call to makePair, an approach
such as VASCO, that does not assume distributivity, would
create a procedure summary such as:

{a,b} #" {<ret>.left ,<ret>.right }

This summary indicates that after the call both<ret>.left

and<ret>.right are tainted, as{a,b} were tainted before the
call. Now at the second call tomakePair, the abstract inputs
to the callee are di$erent: this time only the#rst parame-
ter is tainted, but not the second parameterb. Because the
summary is not point-wise, it can only be reused as a whole,
which in this case is not applicable. VASCO would hence
have to re-analyze the callee, producing a second summary:

{a} #" {<ret>.left }

IFDS, IDE and WPDS are frameworks that assume dis-
tributive " ow functions, but thereby allow the creation of
point-wise summaries. In the same example, at the#rst call
to makePair, such frameworks would create two independent
summaries, as follows:

{a} #" {<ret>.left }
{b} #" {<ret>.right }

Now at the second call tomakePair, where onlya is tainted but
not b, the analysis can nonetheless reuse the#rst of the two
summaries: it states that as soon asa is tainted, so becomes
<ret>.left Ñindependently of everything else.

Distributive frameworks have the advantage of being able
to produce point-wise summaries that are highly reusable,
because summaries can be reused on the level of individual
elements of the abstract domain.

6.2 Distributive framework = precise solution
But distributive frameworks have another big advantage:
optimal precision. The optimal solution to any static analysis
problem is the so-called meet-over-all-paths solution, also
called MOP. [5] In practice, this solution canusually not
be computed: Rice has shown that any non-trivial static
analysis problem is undecidable, and hence its MOP-solution
cannot be computed. [16] This is exactly why practical static
analyses approximate the MOP solution through a maximal-
#xed-point solution, also called MFP. The MFP solution is
hereby guaranteed to be a sound over-approximation:

MOP$ MFP
This relationship is guaranteed by the requirement that
within the monotone framework that is used to compute
the MFP solution all" ow functions must be monotone: for
all " ow functions f and abstract domain valuesx,! it holds
that:

f (x) ! f (! ) $ f (x ! ! )
As already explained above, for any distributive analysis
problem the following stronger condition holds:

f (x) ! f (! ) = f (x ! ! )
From this it also follows directly that for such problems:

MOP= MFP
This is very important to note:

If one can manage to precisely encode a problem in a distribu-
tive framework, then one can solve it with full precision!

6.3 A distributive encoding of pointer analysis
Unfortunately, though, not all problems are distributive. Prob-
lems generally become non-distributive when the result of
computing a" ow function depends on more than one in-
put value. In constant-propagation this occurs at statements
such asa = b+c, where the analysis can precisely compute
the resulta only when knowingb andc. Very unfortunately,
points-to analysis is also non-distributive: when encounter-
ing an assignment such asa.f = o then the analysis must
associateo not just with a.f but all its aliases. For this reason,
for a long time it has been believed that it is impossible to
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25 void main () {
26 Pair <String > p1 =

makePair ( secretKey () ,secretKey () ) ;
27 Pair <String > p2 =

makePair ( secretKey () ,publ icKey () ) ;
28 }
29

30 <T> T makePair (T a, T b) {
31 Pair <T> ret = new Pair <T >() ;
32 ret . left = a;
33 ret . r ight = b;
34 return ret ;
35 }

Listing 3. Example illustrating the advantage of
pointwise summaries

abstract state, i.e., an element within the input set, changes
from one call to the next, the computed summary cannot
be reused any more, hence necessitating a re-analysis of the
callee procedure, and the creation of another summary for
the newly encountered abstract state.

6.1 The e�ect of distributive �ow functions
Reps et al. have shown with IFDS that one can very e! ciently
create procedure summaries in cases where the analysis is
distributive over the merge operator, i.e., where for all" ow
functions f and abstract domain valuesx,! it holds that
f (x) ! f (! ) = f (x ! ! ), and where the problem is a subset
problem, i.e., where! is de#ned as set union. For problems
that have this property, one gains the big advantage of being
able to produce independently reusable pointwise summaries
of the formD " D:

To understand the e$ect this has, consider the example
in Listing 3, again with a taint analysis tracking the value
of the secretKey() . At the #rst call to makePair, an approach
such as VASCO, that does not assume distributivity, would
create a procedure summary such as:

{a,b} #" {<ret>.left ,<ret>.right }

This summary indicates that after the call both<ret>.left

and<ret>.right are tainted, as{a,b} were tainted before the
call. Now at the second call tomakePair, the abstract inputs
to the callee are di$erent: this time only the#rst parame-
ter is tainted, but not the second parameterb. Because the
summary is not point-wise, it can only be reused as a whole,
which in this case is not applicable. VASCO would hence
have to re-analyze the callee, producing a second summary:

{a} #" {<ret>.left }

IFDS, IDE and WPDS are frameworks that assume dis-
tributive " ow functions, but thereby allow the creation of
point-wise summaries. In the same example, at the#rst call
to makePair, such frameworks would create two independent
summaries, as follows:

{a} #" {<ret>.left }
{b} #" {<ret>.right }

Now at the second call tomakePair, where onlya is tainted but
not b, the analysis can nonetheless reuse the#rst of the two
summaries: it states that as soon asa is tainted, so becomes
<ret>.left Ñindependently of everything else.

Distributive frameworks have the advantage of being able
to produce point-wise summaries that are highly reusable,
because summaries can be reused on the level of individual
elements of the abstract domain.

6.2 Distributive framework = precise solution
But distributive frameworks have another big advantage:
optimal precision. The optimal solution to any static analysis
problem is the so-called meet-over-all-paths solution, also
called MOP. [5] In practice, this solution canusually not
be computed: Rice has shown that any non-trivial static
analysis problem is undecidable, and hence its MOP-solution
cannot be computed. [16] This is exactly why practical static
analyses approximate the MOP solution through a maximal-
#xed-point solution, also called MFP. The MFP solution is
hereby guaranteed to be a sound over-approximation:

MOP$ MFP
This relationship is guaranteed by the requirement that
within the monotone framework that is used to compute
the MFP solution all" ow functions must be monotone: for
all " ow functions f and abstract domain valuesx,! it holds
that:

f (x) ! f (! ) $ f (x ! ! )
As already explained above, for any distributive analysis
problem the following stronger condition holds:

f (x) ! f (! ) = f (x ! ! )
From this it also follows directly that for such problems:

MOP= MFP
This is very important to note:

If one can manage to precisely encode a problem in a distribu-
tive framework, then one can solve it with full precision!

6.3 A distributive encoding of pointer analysis
Unfortunately, though, not all problems are distributive. Prob-
lems generally become non-distributive when the result of
computing a" ow function depends on more than one in-
put value. In constant-propagation this occurs at statements
such asa = b+c, where the analysis can precisely compute
the resulta only when knowingb andc. Very unfortunately,
points-to analysis is also non-distributive: when encounter-
ing an assignment such asa.f = o then the analysis must
associateo not just with a.f but all its aliases. For this reason,
for a long time it has been believed that it is impossible to
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sound only due to distributivity!



1. Precise pointer analyses are key!


2. Demand-driven analysis can aid both performance and precision


3. Summaries avoid repeated re-analysis of callee procedures


4. One should strive for intensional summary definitions

5. The point of procedure summaries is not to be able to create them but to 

be able to reuse them!


6. Alloc-site-based heap abstraction hinder summary reuse 

7. Access paths foster reusable summaries 

8. Intensional summaries require distributivity 

9. Distributivity yields perfect precision 

10. Distributive summaries can be more effectively reused
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Lessons
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My 10 laws of precise and efficient analysis

Valid until disproven ! ;-)

1. Precise pointer analyses are key!

2. Demand-driven analysis can aid both 

performance and precision


3. Summaries avoid repeated re-analysis of 
callee procedures


4. One should strive for intensional summary 
definitions


5. The point of procedure summaries is not to 
be able to create them but to be able to 
reuse them!


6. Alloc-site-based heap abstraction hinder 
summary reuse 

7. Access paths foster reusable summaries 
8. Intensional summaries require distributivity 

9. Distributivity yields perfect precision 

10. Distributive summaries can be more 
effectively reused
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